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Effect of Glycine Dopant on FTIR Spectrum of
Ammonium Dihydrogen Phosphate (ADP) Crystal
Grown by Slow Evaporation, Rotation and SR
Methods

A.Z.Khan®® and Z. S. Khan ®®

DOI: 10.9734/bpi/ntpsr/vé/2314A

ABSTRACT

Diverse molar concentrations of Ammonium Dihydrogen Phosphate crystals doped with Glycine
(GADP) have been generated using different processes, including slow evaporation, rotation, and
Sankaranarayanan - Ramasamy (SR) procedures. ADP crystals have found many applications in
Non-linear optics, electro-optics, and transducer devices. On the developed GADP crystals, the
Fourier Transform Infrared (FTIR) researches have been widely examined. The extra peaks in the
FTIR spectrum that correspond to the functional groups of Glycine reveal the interaction between
ADP and the dopant. The presence of all functional groups in the substance is confirmed by FTIR's
standard spectrum statistics. When compared to the conventional slow evaporation method created
Glycine doped ADP crystals, the spectra for ADP crystals doped with Glycine grown by Rotation and
SR procedures had identical peaks with minimal variance.

Keywords: Evaporation, crystal growth, electro-optics, ADP Crystals
1. INTRODUCTION

In material science and engineering, crystal growth is a fundamental concept. The vast majority of
crystal growth research has focused on practical approaches rather than hypothetical exploration.
For the manufacture of greater efficiency PV cells for surrogate energy, advancements in crystal
formation are critical. For initial data acquisition and devices utilized for practical purposes such as
ICs and sensors, crystals of the necessary diameter and precision are required. Adding small
previously prepared crystals to the prepared solutions provides nucleating sites. A single seed
crystal would result in a larger crystal [1-2]. Depending on the phase conversion method,
techniques of crystal growth can be classified as growth from solid, vapour, melt and solution [3].
The various methods of solution growth are studied by many researchers [4]. As the crystal growth
is conceded at the room temperature, the structural impurities in the crystals grown by solution
method are quite less [5]. :

Ammonium Dihydrogen Phosphate crystals have been extensively used as the 2™ 3™ and 4%
harmonic generators for different laser applications which require short pulses of laser. ADP
crystals have found many applications in Non-linear optics, electro-optics, and transducer devices.
It is also used as Monochromator in X-ray fluorescence investigation. Numerous researchers have
studied properties of pure and doped Ammonium dihydrogen phosphate crystals [6-7]. Amino
acids with various molar concentrations have been used as an additive to grow ADP crystals [8].
Glycine (NH,CH,COOH) is considered to be the simplest amino acid among the 20 protein amino

acids. In this research module; we have used amino acid Glycine as an additive in ADP in differgﬂnLTi:E*
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Performance Analysis of Efficiently trusted AODV
serving Security in MANET under Blackhole Attack
Using Genetic Algorithm

Iram Nausheen'
Department of Electronics & Communication,SAGE
University,Indore, India
iramnausheen@gmail.com

Abstract— The mobile nodes or systems in mobile ad
hoc networks wirelessly transmit binary data. The topology of
the network is dynamic. Therefore, because of the network's
wireless nature, sensitive data is vulnerable to uninvited
external attackers, sometimes known as data theft or loss by an
attacking or malicious node For the network to operate more
efficiently and to preserve safe connectivity, these hostile
nodes must be identified. A trust based routing protocol is
proposed here with genetic algorithm to identify the attack in
MANET using AODV protocol. The performance analysis is
made using NS2 simulator with AODV under attack and with
proposed trusted algorithm(ETSAODV) using GA under
blackhole attack. In terms of network lifetime and
characteristics like throughput and packet delivery ratio in
simulation, it maximises the network's performance.

Keywords— Mobile Ad-hoc Network (MANET), Security attacks,
Routing protocols, AODV,GA

I.  INTRODUCTION

The mobile ad hoc network (MANET) technology has a
very high level of device-to-device communication
dependability. Every MANET node employs an ad hoc
connectionless routing system that allows data transmission to
other nodes. Data is transmitted to the target, which may be in
text or audio format. The server under scrutiny however has a
dependable ad hoc wireless connection is necessary for
communication. Every node performs two functions: hosts and
routers. These wireless hosts are mobile and there is no pre-
existing infrastructure. However in MANET's security is weak
and could easily hacked. The capacity to dynamically build
communication routes distinguishes ad hoc networks from
conventional wired networks as a significant advantage.
Additionally, while connected, the nodes can roam by the
network at will [2]. It has a self-organized topology, meaning
that routes between nodes may possibly comprise several
hops, and node mobility may result in a change in the routes.
Also appropriate for temporary requirements, and it can be
tailored to cover certain locations when establishing a
confectioned infra of network is impractical. Therefore, it
finds fields of application such as disaster management, fly
and vehicular communication monitoring forecasts. A

978-1-6654-9260-7/23/$31.00 (©2023 IEEE

Dr.Akhilesh Upadhyay’
Department of Electronics & Communication,SAGE
University,Indore,India
akhileshupadhyay@gmail.com

straightforward MANET mobility with a destination that is
outside the source node's range is shown in Figure 1. Mobility
frequently causes routing paths to be interrupted; therefore
maintaining constant network connectivity is a difficult task.
A packet is sent forth by a group of portable devices operating
between two i.e. source and destination nodes. After getting
the RREQ, each intermediate node repeatedly examines the
minimalist route to the target. In MANETS, the connection
between nodes is supported by the paths propagating packets
propagated in network are done using the routing protocols
AODV, DSR, DSDV . As seen in Figure 1, more nodes assist
in forwarding the packet coz of the significant separation
distance between the origin and target nodes. The
communication model used in many research studies posits
that the nodes in between can assist in carrying traffic by
exchange of information and control packets based on trust[7].
MANET is highly prone to security threats since lack of
mechanism for validating legitimate packets.

Various forms of attacks can easily penetrate into the
network shown in figure 2. produces significant network
performance degradation. Security assaults in MANET can be
classified into two categories: passive attacks and active
attacks, depending on a number of factors. Former is as an
theft of info and traffic analysis, are used to collect
information from a network.

Figure.1. Node Mobility featuring in Mobile Ad-hoc Network.

Indeed, here attackers obtain data transferred in a network
without disturbing the network's functionality or altering the
data exchanged. Active assaults, on the other hand, involve
attackers duplicating, modifying, and deleting shared data.
External and internal threats are the two types of above
discussed attacks that could be categorized. As opposed to
outside assaults, which are carried out by unapproved nodes

1127
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that participate in the environment, internal attacks are carried
out by permitted network nodes. Network layer assaults are an
example of a different category of attacks that pertain to
protocol stacks. There are multiple security vulnerabilities to
MANET depending on the features of different OSI reference
models of communication layer. Examples of attacks that
contribute significantly to DoS assaults include wormhole,
sinkhole, grey, and black hole attacks [6]. The Black Hole
attack in MANET is the main subject of this article when
routing is carried out using the selected AODV as the base
route selection protocol for the analysis. because it performs
better than the other protocols in a number of crucial and
desired aspects. Because AODV lacks a validated technique to
check for real packets, information can be lost if an evil
behaviour like a black hole takes place.

Attacking the Black Hole [11], In order to trick the target node
into believing it has a genuine minimal path, the attacker node
fabricates and disseminates bogus routing information. A fake
route is produced when the errant node responds to the
requesting node before the genuine node, as demonstrated in
the work of Kolade [1].

By the mechanism By the layer at
By their Sourse Bythe Type which they accur

* Internal » Application Layer

* External ¢ Transport Layer

* Network Layer

* Data link
Layer/MAC

# Physical Layer

* Basic mechanism

* Security
Mechanism

* Passive
s Active

Figure 2. Wider Classification of Attacks in MANET

Then packets can’t reach to the destination. The malicious
node broadcasts fake routing updates causing packet drops
network performance will be poor. Moreover, when more no.
of such nodes cooperate with one another with same malicious
characteristics or different then network performance can be
worsen. A collaborative Black Hole attack is what this is
called. AODV's vulnerability is primarily coz of the lack of a
validation method of detection of malicious nodes. For
improving the security different studies being done for
demand-based routing protocol [16]. The performance of the
network hasn't improved much as a result of several of the
suggested solutions. Because the schemes ignore the dynamic
characteristics of MANETS, this occurs. Previous researchers
found it difficult to build a fixed and route-optimization
protocol because of these difficulties. Any packets sent
through the malicious node are then discarded. This study
aims to investigate the response of an effective AODV routing
system in a MANET to a black hole impact. Because it
satisfies on-demand routing characteristics, the AODV
protocol was chosen. It also has the ability to route unicast and
multicast traffic. The following is a description of the paper's
structure. Basic operation of black hole attack in Section II
with an outline of the AODV routing protocol. Section III
goes through the security mitigation that has been done in
earlier related work. Section IV is Methodology that has been
proposed .The simulation is introduced in Section V and the

findings and performance analysis are discussed. The job is
completed in Section VI.

II.  OVERVIEW OF AODV & BLACKHOLE
OPERATION

A. AODYV Route Request

The AODV protocol based on the reactive distance vector
principle in routing because nodes are not required to keep up
path to inactive communicating destination , and it enables
wireless nodes to react to connection interruptions and the
timely changing network topology. Each route entry in AODV
use a destination sequence number to ensure freedom from
loops. Route discovery and route maintenance are the two key
stages of AODV functioning. Once a source node is identified,
the path discovery process starts when it communicates with
its neighbors by broadcasting a Route Request (RREQ) packet
to all of them. This is how a source node initiates the path
discovery process. In order to fulfill the RREQ, each neighbor
either sends a route reply packet (RREP) back to the source or
resends the RREQ to its own neighbors after adding a hop.
Specific RREP is issued to the affected source nodes when
mobility is observe in source and intermediate nodes. The
necessary node chooses the route based on the packet carrying
the highest sequence number in order to maintain a fresh path.
Hello messages sent on a regular basis can be used to maintain
symmetric links and identify link faults. [3].

B.  Black Hole Attack

As it is carried out by a single node or a group of nodes in the
MANET, this attack has the potential to seriously
deteriorate[14]. On sender request, a black hole node running
the AODV protocol seems to have the highest sequence
number across all routes to destinations. The black node sends
back an RREP with the largest sequence number that appears
to be from an actual target or from a node with a sufficiently
new path to the destination in response to the source node
broadcasting an RREQ packet. Other inbound RREP packets
are discarded by the source because it thinks the destination is
hidden behind a malicious node. Once the source receives the
RREP packet, it sends data packets to the black hole node in
the hope that they will reach their destination. The data packet
is eventually discarded and not passed along to the intended
location seen in Figure 3. Let node 6 be the destination and
source 1 be a source which send REEQ messages. Adjacent
nodes 2, 5, and 4 are able to receive RREQ broadcasts from
node 1. Although there is no viable route. When Node M
receives the request packet,RREP is sent to destination 6. Let's
say the malicious node M's RREP message arrives first. The
initiator node discards RREP messages from other neighbors,
including those from the real destination node, and changes
the routing state information table for new routes to a specific
target node.
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Figure 3. Blackhole Attack in AODV

In anticipation of the data reaching the targeted destination
node, the source transmitting packets to malicious node as
soon as it records the route. However, the errant node removes
all packets of data in place of passing them on to the
following next hop (as part of a black hole attack).

III. RELATED WORK

[13]The SAODV routing protocol is comparatively safe over
default AODV, according to experimental investigation. It
primarily addresses the issue of whether AODV is at risk of
black hole attacks as SAODV. The primary operating
principle of SAODV is split into a route detection and
maintenance phase, and is quite known to that of AODV. The
procedure for route finding is where they diverge the most. By
exchanging random integers, SAODV speeds up the routing of
directly verifying the target node. The process of checking the
target node increases directly by exchanging random numbers
in SAODV. [14] For overcoming security flaws related to this
protocol as well as the actual AODV protocol, a more
dependable MANET routing protocol termed BP-AODV has
been developed. Additionally, BPAODV can defend against
coordinated black hole assaults started during routing as well
as potential black hole attacks during forwarding. By
utilizing chaotic map capabilities and expanding AODV
protocol capabilities, BP-AODV was created. The BP-AODV
protocol, which can effectively thwart these attacks launched
by hostile malicious nodes throughout the process, is
demonstrated by experimental results to be more better than
the SAODV protocol. The outcomes also demonstrate that BP-
AODV can offer effective defense against black hole assaults
that take place throughout the transfer procedure.
Additionally, it makes use of chaotic maps to guard against
coordinated black hole assaults launched by two hostile nodes.
[15] An evolutionary self-coordinated trust scheme (ESCT)
that uses trust-level data to secure against a variations of
routing disruption threats and imitates the way people think. In
this strategy, mobile nodes communicate trust details and use
their own cognitive judgment to examine the received trust
information. In order to eliminate malignant entities, each
node's perception evolves dynamically. The most alluring
aspect of ESCT is that even an internal attacker who

understands how the security mechanism functions cannot put
the system at risk. In several routing interruption attack
scenarios, the effectiveness of ESCT methods is assessed in
this white paper. The ESCT technique pushups the
adaptability and assures effective routing in the presence of
disruption caused by attackers within MANET.

IV.  PROPOSED WORK

To lessen the effects of black hole assaults, the suggested
effort relies on trust-based computing using genetic algorithm.
Source node send CBR (constant bit rate) data packets
forwarded, then source node maintains a packet list and when
again forwarded via intermediate node towards destination
then trust value is incremented and removes intermediate CBR
from packet list. If source node does not observe intermediate
node to transfer CBR till threshold then it treats it to be
malicious node by setting trust value to zero. This is
accomplished with the use of a genetic algorithm, a form of
soft computing that makes use of the principles of evolution
and selection. The fitness of the node as determined by GA
affects packet routing. The fitness function uses node distance
to calculate fitness value. The protocol begins with the
deployment of nodes, following which the network's nodes'
hop counts are all initialised. After identifying the event, the
node collects data from nearby nodes within the transmission
radius. A packet is routed to the fittest node using Genetic
Algorithm, which is chosen from the group of nodes based on
distance. Fitness value shown in equation (1) and the distance
among two nodes is calculated with distance equation (2).

Fitness =dist(i,j)+dist(j,bs) .............(1)
dist(i,j)=N(x1-x)2+(y1-y)?

where bs is the base station and i, j are parent nodes.

The route request, route answer, and data packet are utilized to
determine the trust information. Get the confidence values and
stop communicating that node if network permits it and the
trust value is trusted. This way minimizes errors at the link or
node level while maximizing network end-to-end connectivity.
Using an energy-efficient neighbor node selection technique, a
number of different pathways are built from the source to
destinations. It creates a suitable path that satisfies the delay
requirement and provides effective load balancing at the node
between the source and destination. Simulation findings show
that the proposed protocol performs better than the state-of-
the-art ones in terms of throughput, routing overhead, packet
delivery ratio, and average end-to-end time. Signal intensity,
queue length, drain rate, and delay metrics are now included in
a variety of ways in AODV's route finding process. The
protocol finds a trustworthy route between source and target
based on the received signal strength by balancing at each
node (queue length and drain rate) before figuring out the
route between source and destination. The source node can
maintain connectivity by establishing a number of links
between it and the destination multipath routing Data
transmission errors and delays brought on by route
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disconnections can be minimized by using multipath routing
protocol. In the steps below the communication started
initially by updating the neighbour table by sending RREQ
then Source and Target is detected then nodes start to receive
response RREP then Response incremented and trust value
check is obtained with GA classification attacker is detected
and data is received by the node by making a viable rescue
path avoiding attacker node in the communication from source
to destination. Process flow of proposed protocol is as follows:

Initial Phase

Network & Node Selection

v

Data Collection

Neighbor Table Updating with
distances respect to each node &
Source Destination Identification

!

Trust Classification Using GA

Threshold Evaluation

l

Fitness Calculation

v

Black Hole Detection

v

New Route without Attacker

Figure 4. Flowchart

V.  SIMULATION RESULTS
PERFORMANCE ANALYSIS

AND

Based on the parameters listed in Table 1, the simulation
experiment is run in the network simulator NS2. Figure 3
shows the basic operation of a black hole node, while Figure 4
shows the sequence of steps taken in the proposed one. In
general, this attack shows a difference in drop of packets when
there is a false updates. The trust levels are calculated and the
best path is chosen here. In this experiment, a known number
of malicious nodes are added, and data is gathered at the
specific rogue node. As a result, Table 2 displays a
comparative result to highlight the effectiveness of MANET in
the face of malicious node attack. Between the source and
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target in Figure 5 the secured path marked in blue color and
source and destination is marked in yellow color is shown,
then attacker detection is made and seen in Figure 6 . where
that node turned red which was earlier under secured path.
Hence with ETSAODYV that node becomes idle for any further
communication as the fitness value is not supported. So other
nodes are used via another path marked under blue color as
shown below and hence the freshness of data can be

maintained using multipath routing.

Table 1: Simulation Parameters

Parameters Value
Topology size 1000 x 700 m
Routing Protocol AODV

Channel Type Wireless channel

Simulation time 15s
Number of nodes 0to 59

Radio propagation model Two ray model
Transport type IEEE 802.11
Antenna model Omni Antenna
Traffic model CBR
WLAN standard IEEE 802.11b
Data rate 11,2 & 1 Mbps
Interface Queue type Drop Tail/ Pri Queue
Initial Energy for nodes 10J

O T Gt A e e )

—
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Figure 6. Blackhole Attacker detected
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Table 2. Performance parameters under blackhole scenario

Performance AODV Proposed
parameters under Efficient
multipath and
environment Trusted
AODV
Generated 4348 4348
Data
Received 3529 3629
Data
Data Delivery 73.0474 81.1264
Ratio
Average Delay 0.0638091 0.0425394
Throughput 56.8146 73.0474
Ratio
Network 48.6871 64.9161
Lifetime Ratio
Packet Loss 24.3435 16.229
Ratio
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Figure7. Comparison Results

VI. CONCLUSION AND FUTURE WORK

Based on different characteristics like throughput, network
lifetime, and packet delivery ratio, AODV's performance
under a black hole attack is analysed, and a proposed study
with a trust categorization technique utilising GA is presented.
An improvement is observed with the simulation results where
the attacker's made the data packets lost by node that travel
across the path during a black hole strike, resulting in poor
network performance with lower packet delivery rates.
Additionally, the throughput drastically decreases when a
malicious node is found in the network. Because the majority
of packets sent do not reach their intended location in normal
AODV. Attacks from black holes have little impact on packet
ratio as we kept the no. of blackhole limited. A comparison of
the performance of ETSAODYV and other on-demand routing
protocols in attack scenarios will be made in future study,
along with a model and analysis of how black hole attacks and
other network layer attacks (gray hole and wormhole attacks)
effect networks.
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Abstract— Security or secure communication is the most
difficult problem in MANETs because of its many
shortcomings. The lack of authorization functionality, the lack
of infrastructure in the network environment, and dynamically
random node movement are a few of the flaws or distinctive
characteristics that make MANETs susceptible to various
attacks. Due to energy limitations brought on by nodes'
mobility, the network uses power inefficiently and experiences
battery issues. This leads to a requirement for improved
security effectiveness. Multiple attacks have a more severe effect
on MANETs than a single targeted attack. There have been
numerous types of secure algorithms and protocols developed as
a result of the rising demand for MANET usage, but there are
still no fully secure protocols that make communication easy.
This study now presents an approach to detect multiple attacks
blackhole, grayhole and wormhole attacks on MANETSs.

Keywords— Mobile Ad-hoc Network (MANET), Security attacks,
Routing protocols, AODV (Ad-hoc On-demand Distance Vector)

L INTRODUCTION

Ad-hoc networks are composed ofa group ofindependent nodes
that are able to join or leave the network at any time. These
nodes are self-managed andhavea dynamic topology. They are
set up in a decentralized fashion, which means they are
independent of any established infrastructure, capable of
modelling communication networks, and have no central
authority. Packets routed fromone node to another imply that all
nodes in the network must have mutual trust since each node in
the network participates in traffic routing or acts as a routing
mediator. Mobile ad hoc networks' moderate bandwidth and
limited battery capacity are two features that make routing more
difficult. Numerous attack kinds target the network, hence the
need forsecurity protocols is essential. In order to combat some
of'the threats, numerous security measures had previously been
devised. However, collaborative attacks are launched by a
specific quality and two or more attacks coordinate and
deployed concurrently in the network. The nodes facilitate this
connectivity with the aid of severalrouting protocols created by
acclaimed MANET working group,suchas AODV(Ad-hoc On-
demand Distance Vector), DSR, DSDV, etc.because they have
the capacity to route the data packets directly. Despite this, none
of these security methods addresses security vulnerabilities in a
satis factory manner. Routing protocols are affected by two main
sources of attacks. One originates from nodes outside the
network, and the other frominfected or compromised nodes that
therein. While an attacker can send out outdated information,
change routing information, and put too much strain on the

Akhilesh Upadhyay’
Department of Electronics & Communication,SAGE
University,Indore, India
akhileshupadhyay@gmail.com

systemto prevent the protocol from working properly. Routing
protocols are necessary for selecting routes in network nodes
or transmitting routing information between them. In a
similar vein, MANETSs routing protocols are also created to
provide security characteristics for non-antagonistic
networks. This adheres to the conventional methodology
whereby a protocol is designed first, then security
considerations are added subsequently. As the use of
MANETs becomes more and more popular each day, a
method has been developed for making the AODV more
secure to use under collaborative attack. There various
strategies for dealing with attacks. For instance, while
Blackhole and Grayhole attacks can coexist, Wormhole
attacks cannot coexist with DoS because DoS attacks require
lower bandwidth whereas Wormhole attacks require rapid
connections. This paper's remaining section is thoughtfully
structured as: A brief summary of earlier works is provided
in part II. The proposed method is put into practice in IIL
Graphical result analysis and the simulation environment are
covered in IV. The portion Vrepresent conclusion and future
scope of the work.

II. RELATED WORK

Attack from a wormhole [1] In ad hoc networks, a
compromised node collaborates with an external attacker to
create a network bypass. They could fool the source node
into winning the route discovery process by constructing this
shortcut, and then they could start the interception attacks. In
order to find the quickest way between the source and the
destination node, packets from these two conspiring attackers
are often transported using wired connections.[3] The
wormhole nodes may also permanently prevent the
establishment of alternative routes if they continually
maintain the fake routes. Therefore, participation in network
operations is restricted for the intermediary nodes situated
along the forbidden paths. Attacks involving black holes: In
these attacks, the malicious nodes work together with all the
nodes in their immediate vicinity to attract all the routing
packets to them [4]. Malevolent nodes could carry out black
hole attacks by convincing neighboring nodes that they are
the best route to the target locations, similar to wormhole
assaults [5]. But in contrast to wormhole attacks, which
involved numerous attackers working together to target a
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single nearby node, black hole assaults only involve one
attacker, who poses a threat to every node in the vicinity. [6]

In contrast to a black hole attack, a gray hole attack makes
use of a malicious node that, while initially benign, has the
potential to turn malevolent in the future[7]. A trust-based
security solution cannot identify harmful nodes before they
become malicious nodes due to their abnormal behaviour.
The packets arriving from or intended for a particular node
may be dropped by a grey hole, which may otherwise
forward all packets to that node[8]. Another variant of this
attack involves a node that initially acts maliciously before
returning to regular behaviour[9]. A node may occasionally
combine the characteristics of the aforementioned assaults. In
comparison to black hole attacks, grey hole attacks are more
challenging to identify and prevent because of the grey hole's
unpredictable behaviour. Cooperative grey hole attacks
against AODV might be feasible, just like with black
holes.[10].

El-Semary & Diab[11]: A proposed routing protocol called
BPAODV (Black-hole Protected AODV) provides defence
against both cooperative and black hole assaults. Better than
Secure AODV and AODV in attack-free and black hole
attack network scenarios. Cai et al. [12]: To defend against
internal attacks like black hole and grey hole attacks, the
proposed Evolutionary Self-Cooperative Trust (ESCT)
strategy with DSR comprises self- and cooperative detection
schemes. Yasin & AbuZant[13]: The suggested Timer-based
bait strategy with AODV offers isolation and detection of
both solitary and group black-hole attacks. Hazra &
Setua[14]: Here trust is context sensitive in AODV (CST-
AODV) to defend the network against black hole attacks by
different levels of trust computations. Nadeem & Howarth
[15]: provides a thorough analysis of different attack types
and the defense mechanisms needed for attack detection and
mitigation. Bhalsagar et. al. [16]: The impact of several
malicious attacks, on some established protocols, such as the
AODV, DSDV, and DSR protocols is covered in this study.
Additionally, it illustrates how a trust-based system can be
used to counteract the negative impacts of rogue nodes in a
network. Because there is no fixed, centralised infrastructure,
the network topology is dynamic, there is little physical
protection for nodes, there is no certification authority, and
the nature of the transmission medium is open, security in
mobile ad hoc networks (MANETS) is difficult to achieve
and only gets harder. The majority of the routing protocols in
use today trust all mobile nodes without taking security into
account. Security issues include routing and data forwarding,
medium access, key management, and intrusion detection
systems (IDSs). Recent studies have concentrated on
security-related issues and suggested security measures for
protocols and applications. From the above literature we
would try to overcome the identified Research gaps that there
is no single algorithm is available for security mechanism
which can protect MANETS from more than two attacks at a
time. Another gap found was that Single Blackhole, Multiple
Blackhole and Cooperative Blackholes attacks, Grayhole
attacks and advanced versions of these attacks need to opt

enhanced way of routing and optimization which is not
available in earlier works.

1. PROPOSED WORK

Each node monitors its neighbour during the first phase of
initialization to determine if it send the packet to the
following node or not. If a node exhibits any questionable
activity, the trust mechanism is employed to determine
whether or not the node is malevolent. The proposed protocol
allows load balancing based on queue length and drain rate
during the second stage, which helps to ease node
congestion. The protocol also uses the received signal
strength measure to identify the stable path, reducing the
frequency of connection failures brought on by a dynamic
network architecture. In terms of the latency metric, it
guarantees quality of service (QoS). Once the fitness
function and the trust classification representation have been
established, a GA starts by initializing a population of
solutions and then improves it by repeatedly using the
mutation, crossover, inversion, and selection operations.
There are three stages in the algorithm flow: discovery,
stable, and execution. The detailed step in process of
developing the efficient and secure way in MANET is shown
in pseudo code in below Tablel and 2.

Table 1. State of Route discovery, steady

Pseudo Code 1:

Initialization:

M: M ANET with mobile nodes

S: source point belongs to M

R: receiver point belongs to M

I: intermediate nodes belongs to M

Sid: source 1d

Rid: receiver Id

lid: intermediate Id

tp: AODV route packet

bA: normal, abnormal

ti: trustis 1

tth: trust threshold value (0.6)

tj: trust value

En: energy of node

Eth: energy threshold

Pi: problematic nodes, abnormal (BH,GH,WH)
Output: tj, En, route

Route discovery (S, R, route)

S produce route (1p, sequence no, Sid, Rid)
S broadcast above packet to search R node

if [ in range and lid = Rid and En > Eth then
Assign ti to Intermediate node
send 1p to next position hop

else if [id == Rid and En 2> Eth , route > 1 then
Select shortest route

Send acknowledgement to S

Call Steady state ();

end if

Steady state(Intermediateid, route Pi)

Examine nodes 0 to 8 seconds
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Activate route Pi

while live path discovered do

All routes watch activity of neighbor
Path trust calculation

tj = ti + (forward/ receive)

if tj < tth then

Send info to b/ module

Comparing header with bA(normal, abnormal)
if header is abnormal then

Calculate average tj over all Pi

tj = tjnl + tjn2....tjnm/mumber of Pi nodes
if tj < tth then

Send block message to I node

Call local route repair module
Re-establish path

else

I is normal behavior

Call execution state ()

end if

I is normal behavior

Call execution state ()

end if

Update trust tj

I is normal behavior

Call execution state ()

end if

end while

The logic path is found as shown in pseudocode that the
AODV packet is forwarded till the check on the intermediate
node is made by updating the neighbor table. And ifit is not
same as that of destination id then it is assigned the trust
value 1 to that intermediate node and take next hop for
packet and if the condition of id is equal then shortest route is
selected, and source node is acknowledged that now the
transmission between source and node can be made. Then the
steady state is reached where active route with the trusted
nodes between the source and destination is identified. If any
abnormal activity under the attacker effect is observed, then
block that intermediate node from the trusted route and a
route repair and new updated route is established. From the
flowchart in figurel there is an initialization phase where the
neighbor table is updated after sending the beacon messages,
here the calculated distance with each neighbor node is jotted
then the observation of the nodes is carried to see the trust
values using genetic classification for calculating the fitness
function the threshold value for making decisions and the
acknowledgements (ACKs) from data link and TCP layer are
taken into consideration to revive these values fromthe stage
of queue scheduling phase as can be seen in the diagram.

TABLE 2. EXECUTION STATE

PseudoCode 2 :

Initialization:

En: Node Energy

Enold : previous interval Energy
Ennew: current Energy

Eth: threshold energy (10 joules)
tj : current trust

tjold : previous trust

Output: Info sent, received, Energy consumed,
AvgDelay, NetworkLifetimeRatio.
Execution state (Sid, Rid, lid, Pi)
Examine trusted route node.

Pi active mode

Calculate tj, En in every packet base
ifEn >Eth and tj > tth then

Send info by found route

Pi watch I node

Ennew =Enold - En per packet

tj =tjold (plus/minus)(forward/receive)
if Pi finds tj < tth then

Steady state ();

else if Pi finds tj > tth and Ennew < Eth then
Selected route repair ();

else

Trust path found Source to Destination
end if

Execute newpath for alternate route
end if

Network Intermediate nodes

Queue Scheduling

1
1
1
' Detecting Logic Path
1
1
J
1
1
1
1
1
1
1
1

[nitial Phase

Send Beacon messages

1
1
1
1
1
1
1
H 1l
1| Check Neighbor nodes |
1
1
1
1
1
1
1
1
1

Virtual rate computation

Calculate Distance
&Node Communications

b

| Fitness fncion defined |

—

Operators and Decision Making
Process

Attacker &Optimized path
detection

Data to Receiver node

Figure 1. Flowchart

IV. SIMULATION RESULTS AND PERFORMANCE
ANALYSIS

Observant parameters listed in Table 3, the simulation
experiment is run in the network simulator NS2. Figure 2
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shows the basic operation under a black hole node, while - - - - - ——
Figure 1 shows the sequence of steps taken in the proposed B
one and explained in section III. In general, this attack shows
a difference in drop of packets when there is a false update. g
The trust levels are calculated, and the best path is chosen
here. In this experiment, three scenarios are considered
where MANET under single blackhole as shown in figure 2.
It is observed that the attacker node is when discovered is
marked in red and no participating via a trusted path marked
in blue color. Then under three attacks BH, GH, WH single

=9k

nodes only are shown in figure 3 in MANET in the second =
scenario where the attacker nodes are marked in red and are S e l
not made to participate in the communication between source

and destination. In third Scenario the double Attackers are Figure 3. Scenario 2: Route Selection between Source and
observed that is two BH, two GH and two WH attackers in Destination and Single BH,GH,WH Attacker detected

MANET and performance is calculated. As a result, Table 4
displays a comparative result with the existing AODV and
the proposed work under three scenarios to highlight the
effectiveness of work in MANET in the face of malicious

node attack. Between the source and target in the secured TABLE 3: SSMULATION VALUES& PARAMETERS

path marked in blue color which are the trusted nodes and Parameters Value
source, and destination is marked in yellow color, attackers
are shown in red color is shown. Performance comparisons Channel Type Wireless channel
of these were made with the existing AODV protocol in -
.- . .. Routing Prot 1 AODV
Table 4. Where it is observed that the data delivery ratio is ouling Frotoco
improved with the proposed work by 14% and average delay Topology size 1000 x 700 m
is reduced further, and throughput is improved from 56 to 77. i .
Packet losses are reduced from 24 to 17 all are noted in Table Simulation time I3s
4 below. Number of nodes 0to 59
Radio propagation model Two ray model
T Ram: Usor 2 nan [T )
= = o Transport type IEEE 802.11
“ - ] .y [ ] o ™ i
g Antenna model Omni Antenna
0 Traffic model CBR
WLAN standard IEEE 802.11b
Data rate 11,2 & 1 Mbps
Interface Queue type Drop Tail/ Pri Queue
Initial Energy for nodes 10J
S .
Figure 2. Scenariol: Single Blackhole Attacker detected — ——————————
h'l
]
AT
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Figure 4. Scenario 3: Route Selection between Source and Destination and
Double BH,GH,WH Attacker detected

TABLE 4. PERFORMANCE PARAMETERS UNDER DIFFERENT

SCENARIO
Performance Existing Proposed Proposed Proposed
parameters AODV Efficient Efficient Efficient
Under and and and
multipath Trusted Trusted Trusted
environm AODV AODV AODV
ent under under under
single BH single Double
BH,GH,W | BH,GH,W
H H
Generated 4348 4362 4395 4340
Data
Received 3529 3873 3871 3818
Data
Data Delivery 73.0474 86.4574 85.763 85.6287
Ratio
0.0638091 | 0.0077753 | 0.0339366 0.0128044
Average Delay 5
Throughput 56.8146 77.8473 77.2218 77.1014
Ratio
48.6871 69.1818 68.626 68.5188
Network
Lifetime Ratio
Packet Loss 24.3435 17.2954 17.1565 17.1297
Ratio

V. CONCLUSION AND FUTURE WORK

The performance of AODV and proposed efficient and
trusted AODV under black hole, grey hole, and wormhole
attacks is examined based on several factors like packet sent
and received, throughput, network lifetime, and packet
delivery ratio. In a proposed study a trust categorization
technique is presented. An improvement is observed with the
simulation results when there is no prevention scheme and
when scheme wunder the multiple attackers made.
Furthermore, when a rogue node is discovered in the
network, throughput is severely reduced with no prevention
scheme. Due to the fact that most sent packets in AODV do
not arrive at their intended location. Attacks from black
holes, grayhole and wormhole have little impact on packet
ratio as we kept the no. of BH, GH, and WH Ilimited. A
comparison of the performance of proposed work and other
on-demand routing protocols in attack scenarios may be
made in future study and accuracy can be improved by
applying Artificial intelligence schemes.
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ABSTRACT

MANET stands for Mobile Ad-hoc Network known for its wireless and infrastructure-less
network through which devices can communicate with one another with the assistance of nodes
with none centralized infra. In this, all the nodes are liberal to move and may easily enter or
leave the network which cause change in structure of network. To accommodate the changing
topology special routing algorithms are needed to form communication successful. There's no
single protocol that matches all networks perfectly. The protocols need to be chosen consistent
with network characteristics, such because the mobility of the nodes, density and size. In
MANET, the nodes also function as routers that discover and maintain routes to other nodes
within the network. Establishing an optimal and efficient route between the communicating
nodes is the first concern of the routing protocols of MANET. Any attack in routing phase may
disrupt the general communication and the whole network can be stuck. Therefore security in
network layer plays a crucial role to take care of security of the entire network. Routing
Protocols are the set of rules which governs the way of message packet from source to
destination which facilitate communication in mobile ad-hoc network. It's used for efficiency in
performance between nodes effortlessly. The routing protocols in MANET are accomplished to
handle a number of nodes with restricted resources. The choice of routing protocol exist in
MANET which is chosen by taking count on the performance of network. This paper we've
done a comparison analysis of varied Routing protocol issues with reference to Routing
Approaches, Routing structure, Route selection, Routing table, Route maintenance, Operation
of protocols, Strength, Weakness and security issues in them.

KEYWORDS Mobile Ad-hoc Network(MANET), Security attacks, Routing protocols.

1 Introduction

In the absence of centralized administration, MANET eliminates the utilization of a tough
and fast framework for communication by creating multi hop wireless communication network
with the help of intermediary mobile nodes between the source and destination [1]. The benefits
of the MANET during the war, medical emergency, natural disasters, space exploration and
crisis response attract researcher attention towards enhancement of secure and efficient
communication protocols for MANET [2,3]. The subsequent essential characteristics of
MANET are:

Dynamic topology

Bandwidth and wireless link capacity

Limited security

Multi-hop communications

5. Energy constrained nodes

Because of these characteristics of MANET, various challenging issues arise in practical
applications and implementation.

PwnPE
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Fig.1. Mobile Ad-hoc Network
The following list of challenges shows the inefficiencies and limitations that need to be dealt
during a MANET environment [4]:
1) Limited wireless transmission range: In wireless networks the radio band are going
to be limited and therefore the data rates it offers are much lesser than what a wired network.
This needs the routing protocols in wireless networks to use the bandwidth during a finest way
by keeping the overhead as low as possible. Especially in MANET’s due to frequent changes in
topology, maintaining the topological information at every node involves more control over
head, which in turn results in more bandwidth wastage [5].
2) Broadcast nature of the wireless medium: Such a nature of the radio channel is that in which
transmissions made by a node are received by all nodes within its direct transmission range.
When a node is receiving data, no other node in its neighborhood, except sender, should
transmit. A node should get access to the shared medium only .Its transmissions don't affect any
ongoing session. Even the network is susceptible to hidden terminal problem and broadcast
storms [5]. The hidden terminal problem refers to the collision of packets at a receiving node
due to the simultaneous transmission of these nodes that aren't within the direct transmission
range of the source, but are within the transmission range of the destination. [5].
3) Packet losses due to transmission errors: In unplanned wireless networks great deal of
packet loss due to factors like high bit error rate (BER) within the wireless channel, increased
collisions due to the presence of hidden points, presence of interference, unidirectional links
and mobility of nodes results into path breaks [5].
4) Mobility-induced route changes: The topology in ad- hoc wireless network is extremely
dynamic due to the movement of nodes. So the current communication session suffers frequent
path breaks. This situation some time results to change the route frequently. Communication in
an ad-hoc network is not completely stable hence running conventional protocols for MANET’s
over a high loss rate will degrade its performance. However, with high error rate, it's very
difficult to deliver a packet to its destination.
5) Battery constraints: This is often one among the limited resources that form a serious
constraint for the nodes in an ad hoc network. Since battery capacity is fixed, hence node is
extremely energy constrained. So, conservation of processing power and power-aware routing
must be taken care of.
6) Potentially frequent network partitions: The randomly moving nodes in an ad hoc
network can cause network partitions. In major cases, the intermediate nodes are the one
which are highly suffering from this partitioning. Ease of snooping on wireless transmissions
arise security issues. The radio channel used for ad hoc networks is broadcast in nature and is
shared by all the nodes within the network to transmit data by a node which is further received
by all the nodes within its direct transmission range. So an attacker can easily snoop the
info being transmitted within the network [5].
1.1 Mobile Ad hoc Network Communication Architecture: Protocol Stack
This section briefs about the Protocol stack of the mobile ad hoc network. This provides a
whole depiction and helps to know mobile ad hoc network. Figure 1.2 shows the protocol
stack which contains five layers: physical layer, link layer, network layer, transport layer and
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application layer. it's almost like TCP/IP protocol suite. In this fig. TCP/IP suite illustration is
on left and the MANET protocol stack is shown in right side. The main differentiating point
between these two protocol stack is in network layer. The mobile nodes (hosts and routers) use
an ad hoc routing protocol to route packets. In the physical and link layer, mobile nodes run
protocol that has been designed for wireless channel. Some options are the IEEE standard for
wireless LAN, IEEE 802.11, the European ETSI stands for top speed wireless LAN, [6] and
eventually an industry approach towards wireless personal area network, i.e. wireless LAN at a
honest small range, Bluetooth.

TCP/IP SULTE MANET PROTOCOL
STACK
APPLICATION APPLICATION
TRANSPORT TRANSPORT
NETWORK NETWORK | AD-HOC
ROUTING
DATALINK DATALINK
PHYSICAL PHYSICAL

Fig1.2 Models of Protocol Stack

2. Routing Protocols In MANETS

Routing Schemes in MANETSs are classified into Reactive, Proactive and Hybrid category on
the idea of mode of operation. Further classification is due to network structure and classes
identified are Flat, Hierarchical and site or geographical based.

—» Flat Routing i

Proactive Reactive

|
Vol

DSDV OLSR FSR TBRPF AODV DSR

Ad hoc Routing —+—Hierarchical Routing l l l

Protocols
HSR CGSR ZRP

L—» Geographic Position Assisted Routing _L—l

LAR GPSR
Fig.2. Classification of routing protocols in MANETS.
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Proactive Reactive
Features (Table driven) (On demand)
DSDV | OLSR | DSR | AODV

Multicasting No No No . Yes

Loop Freedom Yes Yes Yes Yes

On-demand Routing Behavior No No Yes Yes

Link Support (Unidirectional) No Yes Yes No

Sleep Mode No Yes No No

Route Discovery and No No Yes . Yes
Maintainenace

Power Conservation No No No No

Security No No No No

Table.1.Features of Routing Protocols[7]
Figure 2, shows the classification of various routing protocols in MANETS.

2.1.a. Proactive Routing Protocol

Every node continuously maintains complete routing information of the network in proactive
routing scheme. This is often achieved by continuously supplying information to the network
and periodically set with network status information to seek out any possible change in
topology. Routing protocols like Link State Routing (LSR) protocol ia based on open shortest
path first and the Distance Vector Routing Protocol which uses enhanced version of Bellman-
Ford algorithm are not suitable to be used in mobile environment. Destination Sequenced
Distance Vector Routing Protocol (DSDV) and Wireless routing protocols were proposed to
eliminate counting to infinity and looping problems of the distributed Bellman-Ford Algorithm
[8].Examples of Proactive routing protocols are:

0 Destination Sequenced Distance Vector Routing (DSDV).

0 Optimized Link State Routing (OLSR).

0 Fish-eye State Routing (FSR).

0 Topology Broadcast Based on Reverse Path Forwarding (TBRPF).
2.1.b. Reactive Routing Protocol

In reactive routing protocol each node maintains information of only active paths to the
destination nodes. A route search is required for each new destination therefore the
communication overhead is reduced at the expense of delay toward route .Examples of
Reactive routing protocols are:

0 Ad hoc On-demand Distance Vector Routing (AODV).
0 Dynamic Source Routing (DSR).
2.2 Hierarchical Routing

Because the size of wireless network increases, the flat routing protocols will produced more
overhead within the network. Rapidly changing wireless network topology may shatter active route
and cause successive route search [9]. At this point to overcome such situation Hierarchical
Routing could also be used for MANETS. Examples of Hierarchical routing protocol are:

> Cluster head-Gateway Switch Routing (CGSR).
> Zone Routing Protocol (ZRP).
> Hierarchical State Routing (HSR).
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PROACTIVE REACTIVE HY BRID ROUTIN G|
ROUTING ROUTING IPROTOCOLS
PROTOCOLS

They follow Table They follow On- They follow
driven routing demand routing combination of both
scheme. scheme. routing

scheme.
[Each and every node [Theyv do not maintain |[They divide set of
has to maintain one or routing info in-fact modes into zones
more table to store they send info in an  |into network
routing infortmation |on demand. topology.
and

thus also called table
driven routing

rotocol.

Thev maintain up-to- |Since this protocol Since they combine
date routing infoand |search for on both proactive and
minimize the delay in |[demand route there reactive protocols
communication. is delay in therefore they have
communication. advantages of both
and thus balance the

delay.

There is no flooding [The route searching |[Since thewv acquire
ofinfo in-fact due to |in result in flooding [properties of both

up-to-date table they [ofinfo in whole therefore there is no

quickly determine metwork. flooding of

which node is present information.

in the table.

Thev need higher They need lower Thev need medium

bandwidth bandwidth bandwidth

requirement. requirement. requirement.

Thev have low They have high Thev have inside low

latency that means the |latency that means thejand outside high

time taken by the time taken by the latency

packet of data to packet of data to this is because this

move from one mowve from one protocol acquires

destination to another |destination to another properties of both

is less. is more. proactive and

reactive.

Routing Overhead Routing Overhead Routing Overhead

which means which means which means

sometimes routing sometimes routing sometimes routing

packets and data packets and data packets and data

packets use same packets use same packets use same

bandwidth which bandwidth which bandwidth which

results in route results in route results in route

overhead, is high in overhead, is low in overhead, is medinm
roactive. reactive. in hvbrid.

Table.2.Comparision table of Routing Protocols[10]

3. MANET Routing Protocol Performance Issues

Above is a comparison table of classification of routing protocol, there is a requirement of both
qualitative and quantitative metrics with which we will measure its suitability and performance.
These metrics are always considered to be independent of any given routing protocol [11].

The following list shows a number of the desirable qualitative characteristics of MANET
routing protocols [11]:

1) Distributed operation: An Ad-hoc wireless network is totally distributed in nature,
since nodes possesses to realize quick access to the acquired channel. The use of any
centralized control or routing approach in such networks will consume great deal of bandwidth.

2) Loop-freedom: Avoids some problems like, a compact amount of packets spinning
around within the network for random time periods. Unplanned solutions like TTL (Time to
Live) values can bind the matter, but a more structured and well-formed approach is typically
desirable because it always leads to better overall performance.

3) Demand-based operation: The dynamic topologies will cause the routing algorithm
adapt to the traffic pattern on a requirement or need basis, rather than assuming a consistent

[52]



Wesleyan Journal of Research, Vol.14 No2(l)

traffic distribution within the network (and maintaining routing between all nodes in the
least times). If this is being dealt carefully, the network energy and bandwidth resources are
utilized more efficiently, at the worth of increased route discovery delay.

4) Proactive operation: This is often vital property for a demand-based
operation. Intrinsically in certain contexts, an extra additional latency demand-based operation
incurs may not be acceptable. For such cases, if the bandwidth and energy resources of the
network allows, then a proactive operation is desirable.

5) Security: If the ad hoc network lacks some sort of network-level or link-layer
security, a MANET routing protocol are going to get more susceptiblility towards
different sort of malicious attacks. It can be simple attack like snooping network traffic,
transmissions replay, manipulation of the packet headers, and redirecting the routing messages,
within an Ad-hoc wireless network with none appropriate security provisions. While a number
of these concerns do exists during a wireless infrastructures and routing protocols and also
many counter measures against the malicious attacks [12, 13, 14] as well, but maintaining the
physical security of the transmission media is difficult in MANETS. Enough security protection
is required to regulate the disruption of modification of protocol operation. This seems to be
somewhat orthogonal to any particular routing protocol approach, e.g. through the appliance
of IP Security techniques.

6) Sleep period operation: Nodes of a MANET will stop transmitting and/or receiving
(even receiving requires power) for arbitrary time periods, when the energy
conservation or another need to be inactive. An Ad-hoc routing protocol should be ready to
accommodate such sleep periods with none adverse effects. So as to realise this characteristic it
may require a close coupling with the link-layer protocol through a standardized interface.

7) Unidirectional link support: As per the routing algorithm design, bidirectional links
will function well than unidirectional links. Sometimes, sufficient number of bidirectional links
were present so that the use of unidirectional links is of limited importance. However,
it's more considered in certain situations, where a pair of unidirectional links (in opposite
directions) form the only bidirectional connection between two ad hoc regions.

The following list shows a number of the quantitative metrics which will be used to measure the
performance of any routing protocol [12].

1. End-to-end delay and data throughput : Statistical measures of data routing
performance based upon means, variances, distributions are important to deal with this. These
are the measures of a routing policy's effectiveness for an ad-hoc network.

2. Route Acquisition Time: A specific form of external end-to-end delay measurement
of particular concern with "on demand" routing algorithms is that the time required establishing
route(s) when requested.

3. Percentage Out-of-Order Delivery: An external measure of connectionless routing
performance of particular concern layer protocols, like TCP which prefer in-order delivery.
4, Efficiency: If data routing effectiveness is the external measure of a policy's

performance, efficiency is the internal measure of its success.

To attain a given level of data routing performance, two different policies can expend differing
amounts of overhead, counting on their internal efficiency. Protocol efficiency may or may
indirectly affect data routing performance. If control and data traffic must share an equivalent
channel, and therefore the channel's capacity is restricted, then excessive control traffic often
impacts data routing performance.

It's useful to trace several ratios that illuminate the interior efficiency of a protocol in doing its
job:
* Average number of data bits transmitted/data bit delivered--this will be thought of as
a measure of the bit efficiency of delivering data within the network. Obliquely, it also
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gives the standard hop count taken by data packets.

* Average number of control bits transmitted by data bit delivered—is equal to the
measure of bit efficiency of the protocol in expending control overhead to delivery data. It
should be notable that this could include not only the bits within the routing control packets, but
also the bits within the header of the data packets or anything that's not data is control
overhead, and can be counted within the control portion of the algorithm.

* Average number of control and data packets transmitted by data packet delivered—is
rather than measuring pure algorithmic efficiency in terms of bit count, this tries to capture a
protocol's channel access efficiency. As the cost of channel access is high in contention-based link
layers.

Additionally, to the networking context where during a protocol performance is measured.
Different network parameters that change often consistent with the applications used include
[11]:
. Network size—this is that the measurement taken because the number of nodes
within the network.

. Network connectivity—this is that the measurement of the typical degree of a node,
successively gives the typical number of neighbors of a node within the network.

. Topological rate of change—this gives the measure of the speed with which a
topology keeps changing.

. Capacity of a link —This is that the measure of effective link speed in bits/second,
when it accounts for losses thanks to multiple accesses, coding, framing, etc.

. Unidirectional links—this provides the measure of the success of a protocol
performance as a function of the unidirectional links present.

. Traffic patterns—this gives the measure of the effectiveness of a protocol in adapting
to dynamic, non-uniform or short interval traffic patterns.

. Mobility—this gives the measure of the various circumstances, to seek out out

whether the temporal and spatial topological correlation relevant to the performance of a
routing protocol or not. Thereby it also helps find out most appropriate model for simulation of
nodes mobility during a MANET.

. Fraction and frequency of sleeping nodes—this gives the measure of the protocol
performance within the presence of sleeping and awakening nodes within the network. When
wide selection of networking scenarios in MANETS are considered like small, collaborative,
Ad-hoc groups to larger mobile, multihop networks, a protocol should function most effectively
over this a good range of networks.

4. CONCLUSION AND FUTURE SCOPE

MANETSs possesses several networking opportunities that require to be intrigued. Due to the
various challenging tradeoffs for MANETS, sometimes each different set of performance issues
requires new protocols for network control. The protocol for MANET should also confine
account of scarcity of bandwidth and energy related constraints and work well to live the
goodness of the network performance. This paper discusses protocol performance issues that
highlight performance parameters which will help to market meaningful comparisons and
assessments of protocol performance. This recognizes the suitability to use the right routing
protocol for particular network or particular application.

In Ad-hoc routing protocols, nodes exchange information with one another about the topology,
because the nodes also are routers. This fact is additionally a crucial weakness because a
compromised node could give bad information to redirect traffic or just stop it.

Although it are often said that routing protocols are very fragile in term of security. This paper
provide an outline of the causes of problems with Ad-hoc routing protocols. This clear idea
about routing protocol issues will led to the right selection of routing protocol or necessary
changes are often made accordingly at the network layer for security measures.

[54]
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